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Remarks 

Claims 1-24 are pending. 

Response to Arguments 

1 . Applicant's arguments, see Remarks, filed 7/10/2006, with respect to the 
rejection(s) of claim(s) 1-24 have been fully considered and are persuasive. Therefore, 
the rejection has been withdrawn. However, upon further consideration, a new 
ground(s) of rejection is made with Kamibayashi (U.S. Patent 7,065,648) in view of 
Dondeti (U.S. Patent 6,240,188) and/or Harada (U.S. Patent 6,850,914); and Ueda 
(U.S. Patent 6,289,102) in view of Ansell (U.S. Patent 6,367,019), Dondeti, and/or 
Harada. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1, 2, 8, 9, 12-14, 20, 21, and 24 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Kamibayashi (U.S. Patent 7,065,648). 

Regarding Claim 1, 
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Kamibayashi discloses a data processing apparatus for 
reproducing data from a memory device or for recording data into a 
memory device, the recording or reproducing ordinarily being carried out 
on condition that mutual authentication between the data processing 
apparatus and the memory device is successful, the data processing 
apparatus comprising: 

A virtual memory device (Column 12, line 22 to Column 13, line 16); 

A structure operable to execute the mutual authentication with the 
virtual memory device when the memory device does not include a 
structure operable to execute the mutual authentication (Column 12, line 
22 to Column 13, line 16); and 

A structure operable to reproduce data from the memory device or 
record data into the memory device when the mutual authentication with 
the virtual memory device is successful (Column 12, line 22 to Column 13, 
line 16). 
Regarding Claim 8, 

Claim 8 is a method claim that is broader than apparatus claim 1 
and is rejected for the same reasons. 
Regarding Claim 12, 

Claim 12 is a computer readable medium claim that is broader than 
apparatus claim 1 and is rejected for the same reasons. 
Regarding Claim 13, 
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Claim 13 is an apparatus claim that is broader than apparatus claim 

1 and is rejected for the same reasons. 
Regarding Claim 20, 

Claim 20 is a method claim that is broader than apparatus claim 1 
and is rejected for the same reasons. 
Regarding Claim 24, 

Claim 24 is a computer readable medium claim that is broader than 
apparatus claim 1 and is rejected for the same reasons. 
Regarding Claim 2, 

Kamibayashi discloses a structure operable to first execute the 
mutual authentication with the memory device by initially checking whether 
the memory device includes the structure operable to execute the mutual 
authentication (Figure 9; and Column 12, lines 38-39). 
Regarding Claim 9, 

Claim 9 is a method claim that is broader than apparatus claim 2 
. and is rejected for the same reasons. 
Regarding Claim 14, 

Claim 14 is an apparatus claim that is broader than apparatus claim 

2 and is rejected for the same reasons. 
Regarding Claim 21, 

Claim 21 is a method claim that is broader than apparatus claim 2 
and is rejected for the same reasons. 
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3, Claims 1, 8, 12, 13, 20, and 24 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Ueda (U.S. Patent 6,289,102). 
Regarding Claim 1, 

Ueda discloses a data processing apparatus for reproducing data 
from a memory device or for recording data into a memory device, the 
recording or reproducing ordinarily being carried out on condition that 
mutual authentication between the data processing apparatus and the 
memory device is successful, the data processing apparatus comprising: 

A virtual memory device (Figures 14-16; Column 23, lines 26-61; 
and Column 37, lines 5-40); 

A structure operable to execute the mutual authentication with the 
virtual memory device when the memory device does not include a 
structure operable to execute the mutual authentication (Figures 14-16; 
Column 23, lines 26-61; and Column 37, lines 5-40); and 

A structure operable to reproduce data from the memory device or 
record data into the memory device when the mutual authentication with 
the virtual memory device is successful (Figures 14-16; Column 23, line 
49 to Column 24, line 17; and Column 25, lines 1-16). 
Regarding Claim 8, 

Claim 8 is a method claim that is broader than apparatus claim 1 
and is rejected for the same reasons. 
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Regarding Claim 12, 

Claim 12 is a computer readable medium claim that is broader than 
apparatus claim 1 and is rejected for the same reasons. 
Regarding Claim 13, 

Claim 13 is an apparatus claim that is broader than apparatus claim 
1 and is rejected for the same reasons. 
Regarding Claim 20, 

Claim 20 is a method claim that is broader than apparatus claim 1 
and is rejected for the same reasons. 
Regarding Claim 24, 

Claim 24 is a computer readable medium claim that is broader than 
apparatus claim 1 and is rejected for the same reasons. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention. was made. 

4. Claims 3, 5-7, 10, 15, 17-19, and 22 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Kamibayashi in view of Dondeti (U.S. Patent 6,240,188). 

Regarding Claim 3, 
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Kamibayashi discloses that the mutual authentication between the 
structure of the data processing apparatus and the virtual memory device 
is executed by applying a distributed key and another authenticating key 
previously stored in the virtual memory device (Column 12, line 22 to 
Column 13, line 16); but does not disclose authenticating distribution of an 
enabling key block, the key having been previously enciphered by the 
enabling key block, the enabling key block containing enciphering data for 
enciphering renewal keys which are located on various paths of a 
hierarchical key tree structure, the hierarchical tree structure having a 
plurality of keys associated with various roots of the tree structure, nodes 
of the tree structure, and leaves of the tree structure, whereby a given one 
of the plurality of paths of the key structure extends from a specific one of 
the roots to a particular one of the leaves of the key tree structure, the 
leaves of the tree structure being respectively associated with a plurality of 
data processing apparatuses, the enciphering data including upper-rank 
keys in the tree hierarchy which are enciphered by lower-rank keys. 

Dondeti, however, discloses a key for authenticating distribution of 
an enabling key block, the key having been previously enciphered by the 
enabling key block, the enabling key block containing enciphering data for 
enciphering renewal keys which are located on various paths of a 
hierarchical key tree structure, the hierarchical tree structure having a 
plurality of keys associated with various roots of the tree structure, nodes 
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of the tree structure, and leaves of the tree structure, whereby a given one 
of the plurality of paths of the key structure extends from a specific one of 
the roots to a particular one of the leaves of the key tree structure, the 
leaves of the tree structure being respectively associated with a plurality of 
data processing apparatuses, the enciphering data including upper-rank 
keys in the tree hierarchy which are enciphered by lower-rank keys 
(Column 3, line 48 to Column 4, line 21). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the hierarchical key tree structure of Dondeti into the recording 
and reproducing apparatus of Kamibayashi in order to make the system 
scalable to allow for the addition and modification of many processing 
apparatuses. 

Regarding Claim 10, 

Claim 10 is a method claim that is broader than apparatus claim 3 
and is rejected for the same reasons. 

Regarding Claim 15, 

Claim 15 is an apparatus claim that is broader than apparatus claim 
3 and is rejected for the same reasons. 

Regarding Claim 22, 

Claim 22 is a method claim that is broader than apparatus claim 3 
and is rejected for the same reasons. 

Regarding Claim 5, 
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Kamibayashi as modified by Dondeti discloses the apparatus of 
claim 3, in addition, Dondeti discloses means for subjecting the enabling 
key block distribution authenticating key to a version controlling process 
by a process for renewing individual versions (Column 1, lines 30-46; and 
Column 3, line 48 to Column 4, line 21). 

Regarding Claim 17, 

Claim 17 is an apparatus claim that is broader than apparatus claim 
5 and is rejected for the same reasons. 

Regarding Claim 6, 

Kamibayashi does not disclose a key tree structure comprising a 
plurality of keys associated with various roots of the tree structure, nodes 
of the tree structure, and leaves of the tree structure, and having a 
plurality of paths whereby a given one of the paths extends from a specific 
one of the roots to a particular one of the leaves of the key tree structure, 
a plurality of data processing apparatuses being respectively associated 
with the leaves of the tree, means for enciphering leaf-keys associated 
with the leaves using a storage key that is proper to an individual one of 
the data processing apparatuses and then storing the enciphered leaf-key 
in a memory means within the corresponding data processing apparatus. 

Dondeti, however, discloses a key tree structure comprising a 
plurality of keys associated with various roots of the tree structure, nodes 
of the tree structure, and leaves of the tree structure, and having a 
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plurality of paths whereby a given one of the paths extends from a specific 
one of the roots to a particular one of the leaves of the key tree structure, 
a plurality of data processing apparatuses being respectively associated 
with the leaves of the tree (Column 3, line 48 to Column 4, line 21), 

Means for enciphering leaf-keys associated with the leaves using a 
storage key that is proper to an individual one of the data processing 
apparatuses and then storing the enciphered leaf-key in a memory means 
within the corresponding data processing apparatus (Column 3, line 48 to 
Column 4, line 21). It would have been obvious to one of ordinary skill in 
the art at the time of applicant's invention to incorporate the hierarchical 
key tree structure of Dondeti into the recording and reproducing apparatus 
of Kamibayashi in order to make the system scalable to allow for the 
addition and modification of many processing apparatuses. 
Regarding Claim 18, 

Claim 18 is an apparatus claim that is broader than apparatus claim 
6 and is rejected for the same reasons. 
Regarding Claim 7, 

Kamibayashi does not disclose a key tree structure comprising a 
plurality of keys respectively associated with various roots of the tree 
structure, nodes of the tree structure, and leaves of the tree structure, and 
having a plurality of paths that extend from the roots to the leaves of the 
key tree structure, plurality of data processing apparatuses respectively 
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corresponding to the leaves of the tree and to leaf-keys that further 
correspond with the leaves, a device key block stored in a memory within 
the processing apparatus, the key block being an assemblage of ciphered 
keys comprising mutually different individually enciphered node keys of 
plural steps extending from the leaves of the tree structure up to upper- 
rank keys of the key tree structure. 

Dondeti, however, discloses a key tree structure comprising a 
plurality of keys respectively associated with various roots of the tree 
structure, nodes of the tree structure, and leaves of the tree structure, and 
having a plurality of paths that extend from the roots to the leaves of the 
key tree structure, plurality of data processing apparatuses respectively 
corresponding to the leaves of the tree and to leaf-keys that further 
correspond with the leaves (Column 3, line 48 to Column 4, line 21), 

A device key block stored in a memory within the processing 
apparatus, the key block being an assemblage of ciphered keys 
comprising mutually different individually enciphered node keys of plural 
steps extending from the leaves of the tree structure up to upper-rank 
keys of the key tree structure (Column 3, line 48 to Column 4, line 21). It 
would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the hierarchical key tree structure of 
Dondeti into the recording and reproducing apparatus of Kamibayashi in 



Application/Control Number: 09/91 1 ,042 Page 1 2 

Art Unit: 2137 

order to make the system scalable to allow for the addition and 
modification of many processing apparatuses. 
Regarding Claim 19, 

Clam 19 is an apparatus claim that is broader than apparatus claim 
7 and is rejected for the same reasons. 

5. Claims 4, 11, 16, and 23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kamibayashi in view of Dondeti, further in view of Harada (U.S. 
Patent 6,850,914). 

Regarding Claim 4, 

Kamibayashi as modified by Dondeti discloses the apparatus of 
claim 3, in addition, Dondeti discloses that only a proper data processing 
apparatus is enabled to decode the enabling key block, whereas an 
improper apparatus is unable to decode the enabling key block (Column 3, 
line 48 to Column 4, line 21); and Kamibayashi discloses determining 
whether a data processing apparatus is proper, and if the data processing 
apparatus is improper, preventing it from illegally implementing mutual 
authentication with the virtual memory device (Column 12, line 22 to 
Column 13, line 16); but does not disclose the use of licensing to 
determine such. 

Harada, however, discloses the use of licenses to determine which 
data processing apparatuses are proper and which are not and revoking 
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an improper data processing apparatus (Column 5, lines 15-67). It would 
have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the licensing and revocation system of 
Harada into the recording and reproducing apparatus of Kamibayashi as 
modified by Dondeti in order to provide for dynamic revocation of data 
processing apparatuses, such that revocation lists can be updated in a 
timely and efficient manner, thus allowing all proper apparatuses to know 
which other apparatuses are proper and which are revoked. 

Regarding Claim 16, 

Claim 16 is an apparatus claim that is broader than apparatus claim 
4 and is rejected for the same reasons. 

Regarding Claim 11, 

Claim 1 1 is a system claim that is broader than apparatus claim 4 
and is rejected for the same reasons. 

Regarding Claim 23, 

Claim 23 is a system claim that is broader than system claim 1 1 
and is rejected for the same reasons. 

6. Claims 2, 9, 14, and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ueda in view of Ansell (U.S. Patent 6,367,019). 
Regarding Claim 2, 
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Ueda does not disclose initially checking whether the memory 
device includes the structure operable to execute the. mutual 
authentication. 

Ansell, however, discloses initially checking whether the memory 
device includes the structure operable to execute the mutual 
authentication (Column 12, lines 30-41). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the copy security system of Ansell into the recording and 
reproducing system of Ueda in order to allow copyrightable content of 
digital storage media to be protected against unauthorized copying, 
whether the storage media is functional or non-functional. 
Regarding Claim 9, 

Claim 9 is a method claim that is broader than apparatus claim 2 
and is rejected for the same reasons. 
Regarding Claim 14, 

Claim 14 is an apparatus claim that is broader than apparatus claim 
2 and is rejected for the same reasons. 
Regarding Claim 21, 

Claim 21 is a method claim that is broader than apparatus claim 2 
and is rejected for the same reasons. 
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7. Claims 3, 5-7, 10, 15, 17-19, and 22 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Ueda in view of Dondeti. 
Regarding Claim 3, 

Ueda discloses that the mutual authentication between the 
structure of the data processing apparatus and the virtual memory device 
is executed by applying a distributed key and another authenticating key 
previously stored in the virtual memory device (Figures 14-15; Column 23, 
line 26 to Column 24, line 17; and Column 37, line 5 to Column 38, line 
51); 

But does not disclose authenticating distribution of an enabling key 
block, the key having been previously enciphered by the enabling key 
block, the enabling key block containing enciphering data for enciphering 
renewal keys which are located on various paths of a hierarchical key tree 
structure, the hierarchical tree structure having a plurality of keys 
associated with various roots of the tree structure, nodes of the tree 
structure, and leaves of the tree structure, whereby a given one of the 
plurality of paths of the key structure extends from a specific one of the 
roots to a particular one of the leaves of the key tree structure, the leaves 
of the tree structure being respectively associated with a plurality of data 
processing apparatuses, the enciphering data including upper-rank keys in 
the tree hierarchy which are enciphered by lower-rank keys. 



Application/Control Number: 09/911,042 Page 16 

Art Unit: 2137 

Dondeti, however, discloses a key for authenticating distribution of 
an enabling key block, the key having been previously enciphered by the 
enabling key block, the enabling key block containing enciphering data for 
enciphering renewal keys which are located on various paths of a 
hierarchical key tree structure, the hierarchical tree structure having a 
plurality of keys associated with various roots of the tree structure, nodes 
of the tree structure, and leaves of the tree structure, whereby a given one 
of the plurality of paths of the key structure extends from a specific one of 
the roots to a particular one of the leaves of the key tree structure, the 
leaves of the tree structure being respectively associated with a plurality of 
data processing apparatuses, the enciphering data including upper-rank 
keys in the tree hierarchy which are enciphered by lower-rank keys 
(Column 3, line 48 to Column 4, line 21). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to 
incorporate the hierarchical key tree structure of Dondeti into the recording 
and reproducing system of Ueda in order to make the system scalable to 
allow for the addition and modification of many processing apparatuses. 

Regarding Claim 10, 

Claim 10 is a method claim that is broader than apparatus claim 3 
and is rejected for the same reasons. 

Regarding Claim 15, 
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Claim 15 is an apparatus claim that is broader than apparatus claim 
3 and is rejected for the same reasons. 
Regarding Claim 22, 

Claim 22 is a method claim that is broader than apparatus claim 3 
and is rejected for the same reasons. 
Regarding Claim 5, 

Ueda as modified by Dondeti discloses the apparatus of claim 3, in 
addition, Dondeti discloses means for subjecting the enabling key block 
distribution authenticating key to a version controlling process by a 
process for renewing individual versions (Column 1, lines 30-46; and 
Column 3, line 48 to Column 4, line 21). 
Regarding Claim 17, 

Claim 17 is an apparatus claim that is broader than apparatus claim 
5 and is rejected for the same reasons. 
Regarding Claim 6, 

Ueda does not disclose a key tree structure comprising a plurality 
of keys associated with various roots of the tree structure, nodes of the 
tree structure, and leaves of the tree structure, and having a plurality of 
paths whereby a given one of the paths extends from a specific one of the 
roots to a particular one of the leaves of the key tree structure, a plurality 
of data processing apparatuses being respectively associated with the 
leaves of the tree, means for enciphering leaf-keys associated with the 
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leaves using a storage key that is proper to an individual one of the data 

processing apparatuses and then storing the enciphered leaf-key in a 

memory means within the corresponding data processing apparatus. 

Dondeti, however, discloses a key tree structure comprising a 

plurality of keys associated with various roots of the tree structure, nodes 

of the tree structure, and leaves of the tree structure, and having a 

plurality of paths whereby a given one of the paths extends from a specific 

one of the roots to a particular one of the leaves of the key tree structure, 

» 

a plurality of data processing apparatuses being respectively associated 
with the leaves of the tree (Column 3, line 48 to Column 4, line 21), 

Means for enciphering leaf-keys associated with the leaves using a 
storage key that is proper to an individual one of the data processing 
apparatuses and then storing the enciphered leaf-key in a memory means 
within the corresponding data processing apparatus (Column 3, line 48 to 
Column 4, line 21 ). It would have been obvious to one of ordinary skill in 
the art at the time of applicant's invention to incorporate the hierarchical 
key tree structure of Dondeti into the recording and reproducing system of 
Ueda in order to make the system scalable to allow for the addition and 
modification of many processing apparatuses. 
Regarding Claim 18, 

Claim 18 is an apparatus claim that is broader than apparatus claim 
6 and is rejected for the same reasons. 
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Regarding Claim 7, 

Ueda does not disclose a key tree structure comprising a plurality 
of keys respectively associated with various roots of the tree structure, 
nodes of the tree structure, and leaves of the tree structure, and having a 
plurality of paths that extend from the roots to the leaves of the key tree 
structure, plurality of data processing apparatuses respectively 
corresponding to the leaves of the tree and to leaf-keys that further 
correspond with the leaves, a device key block stored in a memory within 
the processing apparatus, the key block being an assemblage of ciphered 
keys comprising mutually different individually enciphered node keys of 
plural steps extending from the leaves of the tree structure up to upper- 
rank keys of the key tree structure. 

Dondeti, however, discloses a key tree structure comprising a 
plurality of keys respectively associated with various roots of the tree 
structure, nodes of the tree structure, and leaves of the tree structure, and 
having a plurality of paths that extend from the roots to the leaves of the 
key tree structure, plurality of data processing apparatuses respectively 
corresponding to the leaves of the tree and to leaf-keys that further 
correspond with the leaves (Column 3, line 48 to Column 4, line 21), 

A device key block stored in a memory within the processing 
apparatus, the key block being an assemblage of ciphered keys 
comprising mutually different individually enciphered node keys of plural 
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steps extending from the leaves of the tree structure up to upper-rank 
keys of the key tree structure (Column 3, line 48 to Column 4, line 21). It 
would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the hierarchical key tree structure of 
Dondeti into the recording and reproducing system of Ueda in order to 
make the system scalable to allow for the addition and modification of 
many processing apparatuses. 
Regarding Claim 19, 

Claim 19 is an apparatus claim that is broader than apparatus claim 
7 and is rejected for the same reasons. 

8. Claims 4, 11, 16, and 23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ueda in view of Dondeti, further in view of Harada. 
Regarding Claim 4, 

Ueda as modified by Dondeti discloses the apparatus of claim 3, in 
addition, Dondeti discloses that only a proper data processing apparatus 
is enabled to decode the enabling key block, whereas an improper 
apparatus is unable to decode the enabling key block (Column 3, line 48 
to Column 4, line 21); but does not disclose the use of licensing to 
determine which data processing apparatuses are proper and which are 
not, or revoking improper data processing apparatuses. 
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Harada, however, discloses the use of licenses to determine which 
data processing apparatuses are proper and which are not and revoking 
an improper data processing apparatus (Column 5, lines 15-67). It would 
have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the licensing and revocation system of 
Harada into the recording and reproducing system of Ueda as modified by 
Dondeti in order to provide for dynamic revocation of data processing 
apparatuses, such that revocation lists can be updated in a timely and 
efficient manner, thus allowing all proper apparatuses to know which other 
apparatuses are proper and which are revoked. 
Regarding Claim 16, 

Claim 16 is an apparatus claim that is broader than apparatus claim 
4 and is rejected for the same reasons. 
Regarding Claim 11, 

Claim 1 1 is a system claim that is broader than apparatus claim 4 
and is rejected for the same reasons. 
Regarding Claim 23, 

Claim 23 is a system claim that is broader than system claim 1 1 
and is rejected for the same reasons. 
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